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OCTA

March 3, 2023

SUBJECT: NOTICE OF INVITATION FOR BIDS (IFB)
IFB 3-2316: “Tenable Subscription and Support Services”

FROM: CONTRACTS ADMINISTRATION AND MATERIALS
MANAGEMENT DEPARTMENT

The Orange County Transportation Authority (Authority) invites bids from
authorized firms to provide Tenable subscription and support services. The
budget for this effort is $107,000.00 for a one (1)-year term effective
June 16, 2023 through June 15, 2024. Bidders must be Tenable authorized
resellers.

Bids must be received in the Authority's office at or before 11:00 a.m. on
April 4, 2023.

Please note that by submitting a Bid, Bidder certifies that it is not subject
to any Ukraine/Russia-related economic sanctions imposed by the State
of California or the United States Government including, but not limited
to, Presidential Executive Order Nos. 13660, 13661, 13662, 13685, and
14065. Any individual or entity that is the subject of any Ukraine/Russia-
related economic sanction is not eligible to submit a Bid. In submitting a
Bid, all Bidders agree to comply with all economic sanctions imposed by
the State or U.S. Government.

Bids delivered in person or by a means other than the U.S. Postal Service
shall be submitted to the following:

Orange County Transportation Authority

Contracts Administration and Materials Management
600 South Main Street, (Lobby Receptionist)
Orange, California 92868

Attention: Rhea Aninzo, Buyer

Bids delivered using the U.S. Postal Service shall be addressed as follows:

Orange County Transportation Authority

Contracts Administration and Materials Management
P.O. Box 14184

Orange, California 92863-1584

Attention: Rhea Aninzo, Buyer



Note: The Authority utilizes a third-party delivery service: therefore,
anticipate a 48-hour delay in delivery of bids mailed to the P.O. Box
listed above. Bids are considered received once time stamped at the
Authority’s physical address.

Bids and amendments received after the date and time specified above will
be returned to the bidders unopened.

Bidders interested in obtaining a copy of this IFB may do so by downloading
the IFB from CAMM NET at https://cammnet.octa.net.

All bidders interested in doing business with the Authority are required to
register their business on-line at CAMM NET. The website can be found at
https://cammnet.octa.net. From the site menu, click on CAMM NET to
register.

To receive all further information regarding this IFB, bidders and sub-
contractors must be registered on CAMM NET with at least one of the
following commaodity codes for this solicitation selected as part of the vendor’s
on-line registration profile:

Cateqgory: Commodity:
Computer: Hardware & Computer: Hardware &
Software Software
Hardware Components &
Accessories

Operating Systems and
Network Software
Professional Consulting Computer Hardware Consulting
Computer Network Consulting
Computer Software Consulting
Professional Services Software Maintenance /
Support

Bidders are encouraged to subcontract with small businesses to the
maximum extent possible.

All bidders will be required to comply with all applicable equal opportunity
laws and regulations.

The award of this contract is subject to receipt of federal, state and/or local
funds adequate to carry out the provisions of the agreement including the
project specifications.


https://cammnet.octa.net/
https://cammnet.octa.net/

IFB 3-2316

SECTION I: INSTRUCTIONS TO BIDDERS

Page 1



IFB 3-2316

SECTION I. INSTRUCTIONS TO BIDDERS

EXAMINATION OF BID DOCUMENTS

By submitting a bid, bidder represents that it has thoroughly examined and become
familiar with the work required under this IFB and that it is capable of performing
quality work to achieve the Authority’s objectives.

ADDENDA

Any Authority changes to the requirements will be made by written addendum to
this IFB. Any written addenda issued pertaining to this IFB shall be incorporated
into the terms and conditions of any resulting Agreement. The Authority will not be
bound to any modifications to or deviations from the requirements set forth in this
IFB as the result of oral instructions. Bidders shall acknowledge receipt of addenda
in their bids. Failure to acknowledge receipt of Addenda may cause the bid to be
deemed non-responsive to this IFB and be rejected.

AUTHORITY CONTACT

All questions and/or contacts with Authority staff regarding this IFB are to be
directed to the following Contract Administrator:

Rhea Aninzo, Buyer

Contracts Administration and Materials Management Department
Phone: 714.560.5650

Email: raninzo@octa.net

Commencing on the date of the issuance of this IFB and continuing until award of
the contract or cancellation of this IFB, no bidder, subcontractor, lobbyist, or agent
hired by the proposer shall have any contact or communications regarding this IFB
with any Authority’s staff; member of the evaluation committee for this IFB; or any
contractor or consultant involved with the procurement, other than the Contract
Administrator named above or unless expressly permitted by this IFB. Contact
includes face-to-face, telephone, electronic mail (e-mail) or formal written
communication. Any bidder, subcontractor, lobbyist, or agent hired by the bidder
that engages in such prohibited communications may result in disqualification of
the proposer at the sole discretion of the Authority.

CLARIFICATIONS
1. Examination of Documents

Should a bidder require clarifications of this IFB, the bidder shall notify the
Authority in writing in accordance with Section D. Should it be found that the
point in question is not clearly and fully set forth, the Authority will issue a
written addendum clarifying the matter which will be sent to all firms
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IFB 3-2316

registered on CAMM NET under the commodity codes specified in this IFB.
Preference for Materials

In accordance with the California Public Contract Code Section 3400,
reference to any equipment, material, article or patented process, by trade
name, make, or catalog number, shall not be construed as limiting
competition. In those cases where the specifications call for a designated

material, product, or service by specific brand or trade name and there is
only one brand or trade name listed, the item involves a unique or novel
product application required to be used in the public interest or is the only
brand or trade name known to the Authority.

Where the specifications or drawings identify any material, product or
service by one or more brand names, whether or not “or equal” is added,
and the bidder wishes to propose the use of another item as being equal,
approval shall be requested as set forth below.

Submitting Requests

a. All questions, clarifications, or comments must be put in writing and
must be received by the Authority no later than 5:00 p.m., on
March 15, 2023.

b. Requests for clarifications, questions and comments must be clearly
labeled, "IFB 3-2316 Written Questions". The Authority is not
responsible for failure to respond to a request that has not been
labeled as such.

C. The following method of delivering written questions is acceptable as
long as the questions are received no later than the date and time
specified above:

Email: raninzo@octa.net
Authority Responses

Responses from the Authority will be posted on CAMM NET, no later than
five (5) calendar days before the scheduled date of bid opening. Bidders
may download responses from CAMM NET at https://cammnet.octa.net, or
request responses be sent via U.S. Mail by emailing or faxing the request
to Rhea Aninzo, Buyer.

To receive email notification of Authority responses when they are posted
on CAMM NET, bidders and their subcontractors must be registered on
CAMM NET with at least one of the following commodity codes for this
solicitation selected as part of the vendor’s on-line registration profile:

Page 3



IFB 3-2316

Cateqory: Commodity:
Computer: Hardware & Computer: Hardware &
Software Software
Hardware Components &
Accessories

Operating Systems and
Network Software
Professional Consulting Computer Hardware Consulting
Computer Network Consulting
Computer Software Consulting
Professional Services Software Maintenance /
Support

Inquiries received after 5:00 p.m. on, March 15, 2023, will not be responded
to.

BRAND NAMES

It should be understood that specifying a brand name, components, and/or
equipment in this IFB shall not relieve the bidder from their responsibility to
produce the product in accordance with the performance warranty and contractual
requirements. The bidder is responsible for notifying the Authority of any
inappropriate brand name, component, and/or equipment substitute for
consideration by the Authority.

Brand names and model number, when used, are for the purpose of identifying a
standard of requirement and are not to be construed as restricting the procurement
to those brand names and model numbers called out. Refer to above Paragraph.

SUBMISSION OF BIDS
1. Date and Time

Bids must be received in the Authority’s office at or before 11:00 a.m.
on April 4, 2023.

Bids received after the above-specified date and time will be returned to
bidders unopened.

Bids will be publicly opened at 11:00 a.m. on April 4, 2023. Bidders may call

(916) 550-9867 and enter Conference ID 201710512# to hear the
preliminary bid results.
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IFB 3-2316

Address

Bids delivered in person or by a means other than the U.S. Postal Service
shall be submitted to the following:

Orange County Transportation Authority

Contracts Administration and Materials Management (CAMM)
600 South Main Street, (Lobby Receptionist)

Orange, California 92868

Attention: Rhea Aninzo, Buyer

Or bids delivered using the U.S. Postal Services shall be addressed as
follows:

Orange County Transportation Authority

Contracts Administration and Materials Management (CAMM)
P.O. Box 14184

Orange, California 92863-1584

Attention: Rhea Aninzo, Buyer

Note: The Authority utilizes a third-party delivery service: therefore,
anticipate a 48-hour delay in delivery of bids mailed to the P.O. Box
listed above. Bids are considered received once time stamped at the
Authority’s physical address.

Identification of Bids

Bidder shall submit its bid in a sealed package, addressed as shown above,
bearing the bidder's name and address and clearly marked as follows:

"IFB No. 3-2316 Tenable Subscription and Support Services”

Bidder shall be entirely responsible for any consequences, including
disqualification of the bid, resulting from any inadvertent opening of
unsealed or improperly identified packages. It is the bidder's sole
responsibility to see that its bid is received as required.

Acceptance of Bids

a. The Authority reserves the right to postpone bid openings for its own
convenience.

b. Bids received and opened by Authority are public information and
must be made available to any person upon request.

C. Submitted bids are not to be copyrighted.
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PRE-CONTRACTUAL EXPENSES

The Authority shall not, in any event, be liable for any pre-contractual expenses
incurred by bidder in the preparation of its bid. Bidder shall not include any such
expenses as part of its bid.

Pre-contractual expenses are defined as expenses incurred by bidder in:

Preparing a bid in response to this IFB;

Submitting that bid to the Authority;

Negotiating with the Authority any matter related to this bid; or

Any other expenses incurred by bidder prior to date of award, if any, of the
Agreement.

PwpnPE

JOINT BIDS

Where two or more firms desire to submit a single bid in response to this IFB, they
should do so on a prime-subcontractor basis rather than as a joint venture. The
Authority intends to contract with a single firm and not with multiple firms doing
business as a joint venture.

TAXES

Bids are subject to State and Local sales taxes. However, the Authority is exempt
from the payment of Federal Excise and Transportation Taxes. Contractor is
responsible for payment of all taxes for any goods, services, processes, and
operations incidental to or involved in the contract.

PROTEST PROCEDURES

The Authority has on file a set of written protest procedures applicable to this
solicitation that may be obtained by contacting the Contract Administrator
responsible for this procurement. Any protests filed by a bidder in connection with
this IFB must be submitted in accordance with the Authority’s written procedures.

DELIVERY

The software licensing described herein shall be delivered electronically.
CASH DISCOUNTS

Cash/payment discounts will not be considered in the evaluation of bids.
APPENDICES

Information considered by bidder to be pertinent to this project and which has not
been specifically solicited in any of the aforementioned sections may be placed in
a separate appendix section. Bidders are cautioned, however, that this does not
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constitute an invitation to submit large amounts of extraneous materials;
appendices should be relevant and brief.

CONTRACT AWARD

Any contract awarded as a result of this IFB, will be awarded to the lowest
responsive and responsible bidder and shall be on a lump sum basis, in
accordance with the requirements in this IFB. However, Authority reserves the
right to award its total requirements to one bidder, or to apportion those
requirements among several bidders, as the Authority may deem to be in its best
interests. The Authority’s intention is to award a purchase order for one (1) year
effective June 16, 2023 through June 15, 2024.

AUTHORITY’S RIGHTS

1. The Authority reserves the right to accept or reject any and all bids, or any
item or part thereof, or to waive any informalities or irregularities in bids.

2. The Authority reserves the right to withdraw or cancel this IFB at any time
without prior notice. The Authority makes no representations that any
contract will be awarded to any bidder responding to this IFB.

3. The Authority reserves the right to issue a new IFB for the project.

4, The Authority reserves the right to postpone the bid opening for its own
convenience.

5. Each bid will be received with the understanding that acceptance by the
Authority of the bid to provide the goods and services described herein shall
constitute a contract between the bidder and Authority which shall bind the
bidder on its part to furnish and deliver at the prices given and in accordance
with conditions of said accepted bid and specifications.

6. The Authority reserves the right to investigate the qualifications of any
bidder, and/or require additional evidence of qualifications to perform the
work.

PUBLIC RECORDS AND INFORMATION

Bids received by Authority are considered public information and will be made
available to the public if requested to do so.

FORMS
1. Status of Past and Present Contracts Form

Bidder is required to complete and sign the form entitled “Status of Past and
Present Contracts” provided in this IFB and submit as part of the bid. Bidder
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IFB 3-2316

shall identify the status of past and present contracts where the firm has
either provided services as a prime vendor or a subcontractor during the
past five (5) years in which the contract has been the subject of or may be
involved in litigation with the contracting authority. This includes, but is not
limited to, claims, settlement agreements, arbitrations, administrative
proceedings, and investigations arising out of the contract. Bidder shall
have an ongoing obligation to update the Authority with any changes to the
identified contracts and any new litigation, claims, settlement agreements,
arbitrations, administrative proceedings, or investigations that arise
subsequent to the submission of the bid.

A separate form must be completed for each identified contract. Each form
must be signed by the Bidder confirming that the information provided is
true and accurate. Bidder is required to submit one copy of the completed
form(s) as part of its bid.

List of Subcontractors Form

Bidder shall complete Exhibit E, which lists all subcontractors performing
work or rendering services in excess of one half of one percent (1/2 of 1%)
of the total bid amount per the instructions set forth in Section | “Instructions
to Bidders”.

Bid Opening Sign-in Sheet

Bidders are advised that an optional teleconference is available for the bid
opening scheduled for April 4, 2023, at 11:00 a.m. Prospective bidders can
join or call-in using the following credentials:

e Call-in Number: 916-550-9867
e Conference ID: 201710512#

The bid opening will begin promptly at 11:00 a.m. Callers are
requested to dial in and mute the call. Attendees are advised to complete
the bid opening sign-in sheet in Exhibit F to this IFB and email it to the
Senior Buyer at raninzo@octa.net no later than 10:00 a.m. of bid opening
date April 4, 2023.
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SECTION II: KEY CONTRACTUAL TERMS
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SECTION II. KEY CONTRACTUAL TERMS

The following terms and conditions are highlighted to make bidders aware of the contractual
parameters of this procurement.

A.

ACCEPTANCE OF ORDER

Bidder will be required to accept a written Agreement or Purchase Order in
accordance with and including as a part thereof the published notice of Invitation
For Bids, the requirements, conditions and specifications, with no exceptions other
than those specifically listed in the written Agreement or Purchase Order.

CHANGES

By written notice or order, Authority may, from time to time, make changes
including but not limited to drawings, designs, specifications, delivery schedules,
property and services furnished by Authority. If any such change causes an
increase or decrease in price of this Agreement or Purchase Order or in the time
required for its performance, the bidder shall promptly notify Authority thereof and
assert its claim for adjustment within thirty (30) days after the change is ordered,
and an equitable adjustment shall be negotiated. However, nothing in this clause
shall excuse the bidder from proceeding immediately with the Agreement or
Purchase Order as changed.

INVOICE AND PAYMENT

A separate invoice shall be issued for each shipment. Unless otherwise specified
in the Agreement or Purchase Order, no invoice shall be issued prior to shipment
of goods. Payment due dates, including discount period, will be computed from
date of receipt of goods or of correct invoice (whichever is later) to date Authority
check is mailed. Any discount taken will be taken on full amount of invoice, unless
other charges are itemized and discount thereon is specifically disallowed.

WARRANTIES

1. Bidder warrants to Authority that, for a period of one (1) year following
Authority’s inspection and acceptance of each item delivered hereunder,
each item shall conform to the requirements hereof and will be free from
defects. In addition to other remedies, which may be available, the Authority
may, at its option, return any nonconforming or defective items to bidder
and/or require correction or replacement of said item at the location of the
item when the defect is discovered, all at bidder’s risk and expense. |If
Authority does not require correction or replacement of nonconforming or
defective items, bidder shall repay such portion of the payment specified
herein or such additional amount as is equitable under the circumstances.
Authority’s rights hereunder are in addition to, but not limited by, bidder’s
standard warranties. Inspection and acceptance of items by Authority, or
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IFB 3-2316

payment therefore, shall not relieve bidder of its obligations hereunder.

2. Any supplies or parts thereof corrected or furnished in replacement
pursuant to this clause shall also be subject to all the provisions of this
clause to the same extent as supplies initially delivered.

EXCESS REPROCUREMENT LIABILITY

Bidder shall be liable to Authority for all expenses incurred by Authority in
reprocuring elsewhere the same or similar items or services offered by bidder
hereunder, should bidder fail to perform or be disqualified for failure to meet the
terms and conditions set forth herein.

PACKING AND SHIPPING

All items shall be prepared for shipment and packed to prevent damage or
deterioration and shipped at the lowest transportation rates in compliance with
carrier tariffs. All shipments to be forwarded on one day, via one route, shall be
consolidated. Each container shall be consecutively numbered, and marked with
the herein Agreement or Purchase Order and part numbers. Container and
Agreement or Purchase Order numbers shall be indicated on bill of lading. Two
copies of packing slips, showing Agreement or Purchase Order number, shall be
attached to No. 1 container of each shipment. Items sold F.O.B. origin shall be
shipped prepaid. No charges will be paid by Authority for preparation, packing,
crating, cartage or freight.

TITLE AND RISK OF LOSS

Unless otherwise provided in the Agreement or Purchase Order, bidder shall have
title to and bear the risk of any loss of or damage to the items purchased hereunder
until they are delivered in conformity with this Agreement or Purchase Order at the
F.O.B. point specified herein, and upon such delivery title shall pass from bidder
and bidder’s responsibility for loss or damage shall cease, except for loss or
damage resulting from bidder’'s negligence. Passing of title upon such delivery
shall not constitute acceptance of the item by Authority.

NEW MATERIALS

Except as to any supplies and components which this Agreement or Purchase
Order specifically provides need not be new, the bidder represents that the
supplies and components to be provided under this Agreement or Purchase Order
are new and of recent manufacture (not used or reconditioned or recycled, and not
of such age or so deteriorated as to impair their usefulness or safety). If at any
time during the performance of this Agreement or Purchase Order, the bidder
believes that the furnishing of supplies or components which are not new is
necessary or desirable, bidder shall notify the Authority immediately, in writing,
including the reasons therefore and proposing any consideration which will flow to
the Authority if authorization to use such supplies is granted.
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INSPECTION AND ACCEPTANCE

All items are subject to final inspection and acceptance by Authority at destination.
Final inspection will be made within a reasonable time after receipt of items
hereunder.

Payment will be made within a reasonable time after inspection and formal
acceptance of the equipment by the Authority.

INDEMNIFICATION

Bidder shall indemnify, defend and hold harmless Authority, its officers, directors,
employees and agents from and against any and all claims (including attorneys’
fees and reasonable expenses for litigation or settlement) for any loss or damages,
bodily injuries, including death, damage to or loss of use of property caused by the
negligent acts, omissions or willful misconduct by bidder, its officers, directors,
employees, agents, subcontractors or suppliers in connection with or arising out of
the performance of this Agreement or Purchase Order.

INFRINGEMENT INDEMNITY

In lieu of any other warranty by Authority or bidder against infringement, statutory
or otherwise, it is agreed that bidder shall defend at its expense any suit against
Authority based on a claim that any item furnished under this Agreement or
Purchase Order or the normal use or sale thereof infringes any United States
Letters Patent or copyright, and shall pay costs and damages finally awarded in
any such suit, provided that bidder is notified in writing of the suit and given
authority, information and assistance at bidder's expense for the defense of the
suit. Bidder, at no expense to Authority, shall obtain for Authority the right to use
and sell said item, or shall substitute an equivalent item acceptable to Authority
and extend this patent indemnity thereto.

SUBCONTRACTORS AND ASSIGNMENTS

Neither this Agreement nor Purchase Order, nor any interest herein, nor any claim
hereunder, may be assigned by the bidder either voluntarily or by operation of law,
nor may all or substantially all of this Agreement or Purchase Order be further
subcontracted by the bidder without the prior written consent of the Authority. No
consent shall be deemed to relieve the bidder of its obligations to comply fully with
the requirements hereof.

DISPUTES

This Agreement or Purchase Order shall be construed and all disputes hereunder
shall be settled in accordance with the laws of the State of California. Pending
final resolution of a dispute hereunder, bidder shall proceed diligently with the
performance of this Agreement or Purchase Order.
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NOTICE OF LABOR DISPUTE

Whenever bidder has knowledge that any actual or potential labor dispute may
delay this Agreement or Purchase Order, bidder shall immediately notify and
submit all relevant information to Authority. Bidder shall insert the substance of
this entire clause in any subcontract hereunder, as to which a labor dispute may
delay this Agreement or Purchase Order.

AUDIT AND INSPECTION OF RECORDS

Bidder and/or subcontractors shall provide Authority, or other agents of Authority,
such access to bidder’s and/or subcontractor’s accounting books, records, payroll
documents and facilities as Authority deems necessary to examine, audit, and
inspect all books, records, work data, documents and activities directly related
hereto. Bidder shall maintain books, records, data and documents according to
generally accepted accounting principles and shall clearly identify and make such
items readily accessible to such parties during bidder’s performance hereunder
and for a period of four (4) years from the date of final payment by Authority
hereunder.

PROHIBITED INTEREST

The bidder covenants that, for the term of this agreement, no member, director,
officer or employee of the Authority during his/her tenure in office or for one year
thereafter shall have any interest, direct or indirect, in this Agreement or the
proceeds thereof.

RIGHTS IN DATA

Bidder agrees that all data including, but not limited to, drawings, tapes, software,
photo prints and other graphic information required to be furnished under this
Agreement or Purchase Order, together with any other information presented
orally, shall be furnished with unlimited rights and as such, shall be free from
proprietary restriction except as elsewhere authorized in this Agreement or
Purchase Order. Bidder further agrees that all such data are owned by Authority
and that bidder shall have no interest or claim thereto, and that said data is subject
to the provisions of the Freedom of Information Act, 5 USC 552.

FEDERAL, STATE AND LOCAL LAWS

Bidder warrants that in the performance of this Agreement or Purchase Order it
shall comply with all applicable federal, state, and local laws and ordinances and
all lawful orders, rules and regulations.

EQUAL EMPLOYMENT OPPORTUNITY

If awarded an Agreement or Purchase Order resulting from this IFB, bidder shall
not discriminate against any employee or applicant for employment because of
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race, religion, color, sex, age or national origin. The bidder shall take affirmative
action to ensure that applicants are employed, and that employees are treated,
during their employment, without regard to their race, religion, color, sex, age or
national origin. Such actions shall include, but not be limited to, the following:
employment, upgrading, demotion or transfer; recruitment or recruitment
advertising; layoff or termination; rates of pay or other forms of compensation; and
selection for training, including apprenticeship.

TERMINATION

Authority may terminate this Agreement for its convenience at any time, in whole
or part, by giving successful bidder written notice thereof. Upon termination, the
Authority may pay the successful bidder allowable costs incurred to date of
termination, and those costs deemed reasonably necessary by the Authority to
effect such termination. In addition, the Authority may pay the successful bidder a
percentage of profit, which relates to Agreement work, accomplished to date of
termination, which shall be the date of notice of termination.

The Authority may terminate the Agreement if a federal or state proceeding for the
relief of debtors is undertaken by or against the successful bidder or if the
successful bidder makes an assignment for the benefit of creditors, or in the event
the successful bidder breaches the terms or violates the conditions of the
Agreement, and does not within ten (10) days thereafter, cure such breach or
violation, the Authority may immediately terminate the Agreement for default. The
successful bidder shall be liable for any and all costs incurred by the Authority as
a result of such default, including but not limited to reprocurement costs of the
same or similar services defaulted by the successful bidder under this Agreement.

CONFLICT OF INTEREST

All bidders responding to this IFB must avoid organizational conflicts of interest,
which would restrict full and open competition in this procurement. An
organizational conflict of interest means that due to other activities, relationships
or contracts, a bidder is unable, or potentially unable to render impartial assistance
or advice to the Authority; a bidder’s objectivity in performing the work identified in
the Project Specifications is or might be otherwise impaired; or a bidder has an
unfair competitive advantage. Conflict of Interest issues must be fully disclosed in
the bidder’s bid.

CODE OF CONDUCT

All bidders agree to comply with the Authority’s Code of Conduct as it relates to
Third-Party contracts, which is hereby referenced and by this reference is
incorporated herein. All bidders agree to include these requirements in all of its
subcontracts.
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SECTION lll: SCOPE OF WORK
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SCOPE OF WORK
Tenable OT/IT Vulnerability Scanning Solution

BACKGROUND

The Orange County Transportation Authority (Authority) is a multi-modal transportation
agency serving Orange County. We keep Orange County moving with countywide bus
and para-transit service, Metrolink commuter rail service, the 91 Express Lanes toll
facility, freeway, street and road improvement projects, motorist aid services and by
regulating taxi operations. With such a diverse service offering, coupled with rapid change
and growth, the Authority has recently recognized that key enterprise components such
as information security tools and services will need to be acquired in order to effectively
reduce risk.

The Authority has worked hard developing a strong public image over the years. This is
critical when considering that a single security event can create significant damage in
terms of public perception for an organization. The Authority recognizes that the result of
such an event would have dramatic and negative ramifications.

For the Authority to be effective in protecting its systems and the information that reside
on them, it has been determined that our current Tenable cybersecurity services will need
to be renewed to provide 100% coverage to meet existing and upcoming requirements.

Authority requirements and best practices include but are not limited to:

e Arisk and compliance-based vulnerability management solution that can be used
to meet National Institute of Standards and Technology (NIST) and Authority
policy requirements through device discovery, network monitoring, asset
reporting, Information Technology (IT) / Operational Technology (OT) / Internet of
Things (IoT) scanning, risk/compliance identification, and vulnerability
remediation capabilities in a single platform.

e Passive and Active visibility and identification of IT/OT/IoT assets which includes
Industrial Control Systems (ICS) and Supervisory Control and Data Acquisition
(SCADA) systems is essential to the Authority’s cybersecurity plan.

e OT/IoT platform capabilities should be on par with IT assets when identifying risks
like anomalous behavior, policy violations, and automated reporting.

e |T/OT/IOT asset compliance, risk, and mapping capabilities that are all integrated
and report organization risks from a single console.

e Threat intelligence and continual updates for new threats

e OT device configuration monitoring, snapshots, and change detection for surface
transportation assets to meet Transportation Security Agency (TSA) and internal
requirements.

¢ Physical and Virtual options for platform hardware to support hybrid environments.

e Platform setup and training opportunities

e Ability to integrate with Security Information and Event Management (SIEM) and
Next Gen Firewall solutions.
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OBJECTIVE
The Authority is seeking to renew services for its current vulnerability management
system.

The needed services and subscriptions are listed in the next section.

REQUIRED SERVICES AND PRODUCTS

The following unique items as sold by Tenable and their quantities are required to be
provided to the Authority to be fully compliant with this Scope of Work. All items listed
below are a renewal of existing services.

The items are the product names as Tenable sells them and should be used. If an item
name has changed the item description should be used. Questions can be submitted
during the bid process for clarification.

This is a renewal for existing subscription and will be for a one (1)-year term to cover
6/16/23 - 6/15/24. All items below must be provided and listed to include the zero-dollar
items as they are required and in use by the Authority.

It;m Qty Item (All items are purchased or for a one (1)-year term)
Tenable: Tenable.sc — Vulnerability Management Solution (Scanners and reporting
1 1 Included) —
Annual Subscription IP Bands: 3300
Tenable Public Sector LLC — TSC
) 1 Tenable: Standard Tenable.sc console (zero dollar)
Tenable Public Sector LLC - TSC-STNDC
Tenable: Tenable.sc Agents (for all remote IPs) - Cloud Service (For Subscription SC/CV)
3 1 (zero dollar)
Tenable Public Sector LLC - AGT-CSS
a 1 Tenable: Tenable.ot for up to 2500 Assets - Annual Subscription
Tenable Public Sector LLC - TOT-VP-2500
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IFB 3-2316

SECTION IV: BID PACKAGE
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IFB 3-2316

SECTION IV. BID PACKAGE

The bidder must complete all the forms identified below. The bid may not contain
exceptions to or deviations from the terms or requirements of this IFB.

EXHIBIT A. BID FORM

EXHIBIT B.

EXHIBIT C.

EXHIBIT D.

EXHIBIT E.

EXHIBIT F.

The bidder must complete the Bid Form. In addition to providing the lump
sum bid, the bidder affirms that the Bid Form statements are true and
correct.

PRICE SUMMARY SHEET

INFORMATION REQUIRED OF BIDDER

Bidder must provide all the information requested in this form.

STATUS OF PAST AND PRESENT CONTRACTS FORM

Bidder shall complete and submit Exhibit D, per the instructions set forth in
Section | “Instructions to Bidders”.

LIST OF SUBCONTRACTORS FORM

Bidder shall complete and submit Exhibit E, per the instructions set forth in
Section | “Instructions to Bidders”.

BID OPENING SIGN-IN SHEET

Bidder shall complete and submit Exhibit F, per the instructions set forth in
Section | “Instructions to Bidders”.
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IFB 3-2316

EXHIBIT A: BID FORM
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IFB 3-2316
EXHIBIT A

BID FORM

INVITATION FOR BIDS NUMBER: 3-2316

DESCRIPTION: TENABLE SUBSCRIPTION AND
SUPPORT SERVICES

BIDDER’'S NAME AND ADDRESS

NAME OF AUTHORIZED REPRESENTATIVE

TELEPHONE NUMBER

FAX NUMBER

EMAIL ADDRESS

| acknowledge receipt of IFB and Addenda Numbers:

AUTHORIZED SIGNATURE TO BIND BID:

PRINT SIGNER’S NAME AND TITLE:

DATE SIGNED:

Effective for a one (1)-year term from June 16, 2023 through June 15, 2024, for the
Authority’s requirements as specified in Section Ill, Scope of Work, entitled “Bid Form,”
and Exhibit B, entitled “Price Summary Sheet.”

Any IFB Purchase Order awarded as a result of this IFB will be awarded to the lowest
priced, responsive and responsible Bidder and shall be on a lump sum basis in
accordance with the requirements in this IFB.

All bidders must be authorized resellers to provide Tenable subscription and
support services. Unauthorized resellers shall be deemed “non-responsive” and
will not be considered for award. The lowest bidder will be required to provide
proof confirming its authorization to provide Tenable subscription and support
services. Bidders submitting an alternative manufacturer, model, or part number
shall result in a “No Bid” and will not be considered for award.
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IFB 3-2316
EXHIBIT A

Prices quoted shall remain firm for the term of the Purchase Order.

Enter below the price for each of the items described in the Scope of Work. Prices shall
include direct costs, indirect costs, and profits. The Authority’s intention is to award a
firm-fixed price contract.

Bidders are required to bid on all items or will be deemed non-responsive.

Are there any additional and/or incidental costs necessary in order to fully comply with
the procurement of parts? Yes/No

If “yes”, please provide a complete and comprehensive listing of all such costs:

Cash discount allowable %___days: unless otherwise stated, payment terms are: Net
30 days. Cash/payment discounts will not be considered in the evaluation of bids.

This bid shall be in effect for 120 days after the bid close date.
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EXHIBIT B: PRICE SUMMARY SHEET
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IFB 3-2316
EXHIBIT B

PRICE SUMMARY SHEET
Any purchase order awarded as a result of this IFB, will be awarded to the lowest unit
priced, responsive and responsible Bidder and shall be on a lump sum basis, in
accordance with the requirements in this IFB.

Prices quoted shall remain firm for the term of the contract and shall include direct costs,
indirect costs, and profits.

Subscription for a one (1)-year term effective June 16, 2023 through June 15, 2024

Ilt\le_o Description Quantity Unit Cost
Tenable: Tenable.sc — Vulnerability Management Solution
1 (Scanners and reporting Included) 1 $
Annual Subscription IP Bands: 3300
Tenable Public Sector LLC - TSC
> Tenable: Standard Tenable.sc console (zero dollar) 1 $0

Tenable Public Sector LLC - TSC-STNDC

Tenable: Tenable.sc Agents (for all remote IPs) - Cloud
3 | Service (For Subscription SC/CV) (zero dollar) 1 $0
Tenable Public Sector LLC - AGT-CSS

Tenable: Tenable.ot for up to 2500 Assets
4 | Annual Subscription 1 $

Tenable Public Sector LLC -TOT-VP-2500

Firm Name: Total Lump Sum:
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EXHIBIT C: INFORMATION REQUIRED OF BIDDER
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IFB 3-2316
EXHIBIT C

INFORMATION REQUIRED OF BIDDER

The bidder is required to supply the following information. Additional sheets may be

attached if necessary.

1. Name of Bidder:

2. Business Address:

3. Telephone ( ) Fax ( ) E-Mail:

4. Type of Firm - Individual, Partnership or Corporation:

5. Corporation organized under the laws of state of:

6. Contractor’s License No.: Class Years of Experience:

7. Expiration Date of License:

8. Is your firm a certified small business in California? Yes No

9. List the names and addresses of all owners of the firm or names and titles of all

officers of the corporation:

10.List at least three project references for services rendered in the last two years:

Service/Product Completed of Owner Phone Number

Type of Date Name and Address Contact Name and

Total
Cost
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IFB 3-2316

EXHIBIT D: STATUS OF PAST AND PRESENT CONTRACTS FORM
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IFB 3-2316
EXHIBIT D

STATUS OF PAST AND PRESENT CONTRACTS FORM

On the form provided below, Offeror/Bidder shall list the status of past and present contracts where the
firm has either provided services as a prime vendor or a subcontractor during the past five (5) years in
which the contract has been the subject of or may be involved in litigation with the contracting authority.
This includes, but is not limited to, claims, settlement agreements, arbitrations, administrative proceedings,
and investigations arising out of the contract.

A separate form must be completed for each contract. Offeror/Bidder shall provide an accurate contact
name and telephone number for each contract and indicate the term of the contract and the original
contract value. Offeror/Bidder shall also provide a brief summary and the current status of the litigation,
claims, settlement agreements, arbitrations, administrative proceedings, or investigations. If the contract
was terminated, list the reason for termination.

Offeror/Bidder shall have an ongoing obligation to update the Authority with any changes to the identified
contracts and any new litigation, claims, settlement agreements, arbitrations, administrative proceedings,
or investigations that arise subsequent to the submission of the bid. Each form must be signed by an
officer of the Offeror/Bidder confirming that the information provided is true and accurate.

Project city/agency/other:

Contact Name: Phone:

Project Award Date: Original Contract Value:

Term of Contract:

(1) Litigation, claims, settlements, arbitrations, or investigations associated with contract:

(2) Summary and Status of contract:

(3) Summary and Status of action identified in (1):

(4) Reason for termination, if applicable:

By signing this Form entitled “Status of Past and Present Contracts,” | am affirming that all of the
information provided is true and accurate.

Name Signature

Title Date

Revised. 03/16/2018
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IFB 3-2316

EXHIBIT E: LIST OF SUBCONTRACTORS FORM
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LIST OF SUBCONTRACTORS

IFB 3-2316
EXHIBIT E

List only the subcontractors which will perform work or labor or render services to the Bidder in
excess of one-half of one percent of the Bidder's total bid amount. Do not use alternative
subcontractors for the same work. (Use additional sheets if necessary.)

Bidder's Name:

Name & Address Under DesScpr?Ctiifci)?l of Dollar
Which Subcontractor is License Number P Type
. Work to be Amount
Licensed
Rendered
$
$
$
$
$
$
$
TOTAL VALUE OF SUBCONTRACTED WORK $
*Type:
1. Subcontractor 3. Trucker

2. Vendor/Supplier

4. Broker
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EXHIBIT F: BID OPENING SIGN-IN SHEET
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IFB 3-2316
EXHIBIT F

BID OPENING SIGN-IN SHEET

IFB Number: 3-2316
IFB Title: “TENABLE SUBSCRIPTION AND SUPPORT SERVICES”

Bid Opening Date and Time: April 4, 2023, 11:00 a.m.

Name of Attendee:

Firm Name:
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